INFOSHIELD s

The Awareness Solution Comprehensive Cybersecurity Awareness CEREBRR

Infoshield™

A comprehensive cybersecurity awareness platformm that aims to spread knowledge about the
fundamental concepts of cybersecurity.

Objectives

Promoting security awareness  Educating employees about expected Help organizations to comply Increasing effectiveness of
and knowledge within an behavior and responsibilities for with regulations related to security awareness by
organization efficiently. safeguarding information. cybersecurity awareness. providing interactive content.
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Target all organization Minimizing human Strengthening the human Providing up-to-date security
users with a variety of errors by disseminating link in the information awareness modules that
security topics. best security practices. security chain. tackles most security risks
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Features and Benefits
@_w; Interactive Modules

E% Standard and Compliance 'E&“D Scheduled Modules

Customization

Awareness Modules

26 Main Modules (5 ~ 12 Mins)

1. Information Security 21.Multi-Factor Authentication MFA

12 Mini Modules (1

1. Information Security

Tracking and Reports [=j] Test & Certification Bilingual support ‘.ﬁ User Integration

(\‘ Rebranding (Optional) : : Flexible Deployment, Cloud

(Inside KSA And UAE region)
or On-premise

Supplemental Materials

~ 2 Mins) 10 Bite-sized Videos (1 ~ 2.5 Min Long)

and additional materials:

2. Password Security

3. Phishing

4. Data Security

5. Malware & Antiviruses

6. Mobile Device Security

7. Social Engineering

8. Social Media

9. Workplace Security

10. Email Security

1. Wi-Fi Security

12. Cloud Security

13. GDPR Awareness Module
14. Secure Web Browsing

15. Ransomware

16. Data Classification

17. SAMA Awareness Module
18. Working Remotely

19. ECC

22.0nboarding (for new joiners)

23.NCA OSMACC (Organizations’ Social
Media Accounts Cybersecurity
Controls)

24.Data Security and Privacy

25.NCA TCC (Telecom Cybersecurity
Controls)

26.ISR (UAE)

2. Password - Email Tips

3. Phishing - Newsletters
4. Social Engineering - Posters

5. Email Security - Roll Ups

6. Social Media - Goodie Bags
7. Workplace Security - Screensavers
8. Data Protection - SMS Tips

9. Malware and Viruses
10. Mobile Device Security
1. Wi-Fi Security

12. Cloud Security

20. BYOD
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