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CEREBRRA

OVERVIEW

?r—o . . . .
L —o Cerebra is a software products company that develops . s Our quest is to achieve Cybersecurity Technology
- 23 next-generation cybersecurity technologies. -@_ Independence across the (GCC) region, to transform the region
4 from a Passive Cybersecurity Technology Consumer to a
Dynamic & Futuristic Cybersecurity Technology Producer.
g Headquartered in Riyadh, Kingdom of Saudi Arabia.
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Mission Vision
Empower people and To be the leading
organizations to safely Cybersecurity vendor
engage in their digital In GCC and beyond

experience
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Customer Focus Excellence

We work relentlessly to We uphold the highest standards,
understand our customers' needs, ensuring consistency, quality, and

ensuring our products consistently alignment with global
exceed their expectations cybersecurity best practices

Core

Teamwork Values

Innovation

We embrace curiosity, creativity
and innovation to stay ahead of
industry trends and drive our
competitive advantage

We foster a collaborative culture
with open communication, mutual
respect, and collective responsibility
In achieving our objectives

Work with Integrity

We act with honesty, accountability,
and responsibility, doing what is
right for our clients and team
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Why Cerebra?

Scalability & High Availability

Our products are scalable to suit organizations
of any size, with flexible deployment scenarios,
including air-gapped environments.

Local Customization

Our local expert R&D team can deliver tailored
product customization that address unique client
challenges and meet strict project deadlines.

Brand-Aligned User Experience

We ensure that each end-user interface is
customized to match your brand identity,
providing a consistent user experience.
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Regulatory Compliance

We adhere to local regulations as well as international
standards, ensuring that our products meet the highest security

and regulatory requirements.

(+») Local Support

Our dedicated local support team is always ready to assist,
ensuring rapid resolution of any client issues.
We tailor our SLAs to meet your specific needs and provide

fast response time.

Full Arabic Localization

All our products content and interfaces are natively
developed in Arabic to ensure ease of use in our region.
We do not rely on translations from other languages.
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Our Products PhishGuard

Offering

BeShield.

n INFOSHIELD

The Awareness Solution

N 5 2‘\.
= = Unified Communication Platform
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5.0 Review Source: (D
Product: Infoshield

Platform’s User-Friendly Nature Boosted by Commendable Support Team

Reviewed on May 22, 2024
Reviewer Function: IT Security and Company Size: 250M - Industry: Energy and
Risk Management 500M USD Utilities Industry

The platform is very user friendly and unique, and the support team was amazing.

50 Review Source: (1)

Great job and support
Reviewed on Oct 3, 2023
Reviewer Function: IT Company Size: 30B + USD  Industry: Banking Industry

Great support and work please keep it up, we are using LinQ2 service and it is great and easy to
track and use.

5.0 Review Source: (D)
Product: Infoshield

Comprehensive, Smooth and Effective

Reviewed on Dec 25, 2023

Reviewer Function: Company Size: <50M Industry: Finance (non-banking)
Other uso Industry

Outstanding Experience, the coerces are comprehensive and give the users full image!

Gartner.
Peer Insights..

50 Review Source: (D
Product: Infoshield

Excellent product that | recommend for all cyber security managers
Reviewed on Feb 5, 2024

Reviewer Function: IT Security and Company Size: Gov't/PS/ED Industry:
Risk Management <5,000 Employees Government
Industry

Infoshield training platform was the perfect choice and made my life easy as cyber security
manager

40 Review Source: (D

Ling2: A Robust Solution for Business Notifications
Reviewed on May 19, 2024
Reviewer Function: IT Company Size: 3B - 10B USD  Industry: Banking Industry

We are using Ling2 application for years. and it is working properly to handle business notifications
with high performance and reliability

5.0

Stable Product Offers All Essential Features
Reviewed on May 22, 2024
Reviewer Function: Design Company Size: 50M - 250M USD

mPass- Stable Product and has all required features i need.
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4.0 Review Source: @
Product: PhishGuard

the solution was easy to use

Reviewed on Nov 1, 2023

Reviewer Function: IT  Company Size: 250M - 500M USD  Industry: Construction Industry

the solution was good and easy to use, and the support service was good

5.0 Review Source: @

Customers an SMS away
Reviewed on Oct 1, 2023

Reviewer Function: Company Size: 250M - 500M Industry: Finance (non-banking)
T usD Industry

Stable Product with perfect after sales support. Implementation was fast and engraved in our
environment easily. Now all our services rely on the SMS Gateway.

50 Review Source:

Product: Infoshield

Enhance the k links of the ion and imp the security
posture.

Reviewed on Nov 5, 2023

Reviewer Function: Management / Company Size: 50M Industry: Services (non
Business Consulting 250M USD Government) Industry

The Cy y tool with clear depiction in enhancing the culture of the
people and the follow up quiz with the completed module is good and its wonderful tool to meet
the national and regulatory standard .
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The ultimate multi-factor authentication (MFA) solution offering
comprehensive modern processes to protect any organization
employees from fraud, phishing, and password related attacks

Competitive Differentiator

100% Saudi Tech registered product
offering highly competitive pricing.
We ensure full Arabic localization
with an expert R&D team based in
Riyadh ensuring rapid customization
to address emerging challenges and
align with best practices.

Modern Authentication

Offering multiple forms of
verification under single user
license allowing OTP via SMS, email
or soft token, push notifications,
unique pattern password-less,
biometrics as well support offline
desktop logon.

User-Friendly Security

Customizable and scalable MFA
for any use case allowing
seamless user experiences
without disrupting day-to-day
operations while maintaining
high security.

Regulatory Compliance

Ensures organizations comply
with regulations such NCA,
SAMA, NIST, ISO 27001, HIPAA,
and PCI-DSS by enforcing
strong authentication measures
and reducing the risk of fines
due to breaches.



CEREBRRA . _—
| j—td jasar Mr~AHA== dyagew

530

The modern single sign-on (SSO) platform that increase
productivity by enabling users to access multiple applications
or services using just one set of strong login credentials.

Unique Advantage

Offering 100% on-prem standalone SSO
with multiple deployment options like
air-gapped environments as well as it
can integrate with any other MFA.

We provide the fastest 24x7x365 local
support with customized SLAs designed
to meet each customer needs

Unlimited Integrations

Supports wide range of
integrations with no limit to
number of applications via
SAML, Oauth or OpenlD
standard as well unlimited to
AD, LDAP or any third-party
database authentication

Improved User Experience

Offers customizable login
experience and making it easier

Decrease the Risk

Users do not need to remember
multiple passwords by

simplifies the authentication for users to increase productivity.
processes, strengthens security, Users can also view and manage
and reduces the likelihood of their own applications, reducing IT

cyber threats related to overhead using self-service portal

passwords.
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Essential Features

Centralized Communication
Hub

Customizable & Scalable
Advanced Analytics & Insights
Efficient Messaging
Management

Comprehensive Integration
and Support

Supports diverse inbound channels
Works seamlessly with TCP/HTTP,
GSM, SMPP, and Push Providers,
Enterprise-Grade Compatibility —
Supports POP3, IMAP, SMTP, and
LDAP

™
LinQ2
@ Unified Communication Platform

With 80% of Saudi banks and over 8 billion messages sent annually, LInQ2 is the
leading enterprise communication platform to enable organizations to communicate
with their clients, reduce their operational cost & improve their efficiencies.

Delivery Channels

- Push/Pull SMS
- Push Notification
- WhatsApp

- Email
- Voice
- Fax & MMS

dyag=w
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Instant visibility & Reporting

« Comprehensive Reporting &
Live Monitoring with over 15+
detailed reports and real-time
monitoring dashboards

Standards for Security and
Compliance

* Regulatory Compliance & Security
ensuring robust data protection and
compliance

* Secure Connectivity & Encryption
utilizing VPN, SSL, and secure
protocols

« Enhanced Access Control &
Authentication Supporting hashed
OTP, 2FA, and Maker/Checker
approval workflows
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INFOSHIELD 2o

End-to-end cybersecurity awareness solution that helps organizations
raise the cybersecurity awareness level of their employees

Behavioral Change

Encourage positive cybersecurity
behaviors, transforming
employee actions and attitudes.

Visibility of Culture

Promote a transparent
cybersecurity culture, making it
a core part of daily operations.

Secure Yourself Get Complied
Equip employees with skills to Ensure compliance with regulatory
protect themselves and the standards through comprehensive

organization from cyber threats. training programs.
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Allow the organization to measure and improve its employees’ awareness for
phishing and social engineering techniques and to test their IT defenses

Assess & Test

Regularly evaluate your
organization's vulnerability to
phishing attacks to ensure
defenses are strong.

Reinforce Best Practices

Continuously remind employees of
cybersecurity best practices through
regular training and feedback.

. . Encourage User Reporting
Teach by Simulation

. . Foster a culture where employees
Educate employees using realistic )

o . : . confidently report suspected
phishing simulations to improve hishing attempts for swift action
their ability to recognize and P 9 P

respond to threats.
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End-to-end GRC Management solution which streamlines compliance processes, enhances decision-
making, and safeguards your business's integrity with intuitive monitoring and regulatory adherence

Robust Governance Proactive Risk Management

Implement clear policies and
governance structures to guide
decision-making and ensure consistent
compliance across all operations.

Identify and mitigate risks early to
prevent threats and promote
continuous risk awareness

Simplify compliance Transparency & Accountability

Streamline processes to ensure efficient Maintain an open risk register for
adherence to regulations, enhancing stakeholder access, fostering a
operational efficiency and trust culture of accountability
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Contact us or visit our website for more information!

Riyadh, Saudi Arabia Hala@cerebra.sa
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